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Abstract
Rust’s ownership type system limits the flexibility of safe
parallel array manipulation. In particular, safe code is con-
fined to partitioning arrays into disjoint, contiguous slices.
We present a statically verified, thread-safe array API that
enables arbitrary parallel access patterns. This unlocks more
expressive parallelism in safe Rust without relying on run-
time checks or unsafe code.

CCS Concepts: • Software and its engineering→ Soft-
ware verification; Formal software verification; Software
performance.
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1 Introduction
C and C++ have been among the most popular systems pro-
gramming languages for a long time. With Rust gaining pop-
ularity, software engineers consider starting new projects in
Rust or translating existing codebases. In 2020 Linux began
to port kernel drivers to Rust, although currently only 0.1%
of the repository is Rust code [1]. The advantage of Rust is
that its ownership type system makes any software memory
safe by design: no invalid pointers, no use after free, and no
data races. 1

However, translating code from C or C++ to Rust remains
challenging due to their radically different type systems. Re-
cent attempts include porting the dav1d [2] media decoder
1With the exception of code explicitly marked unsafe, where the program-
mer takes responsibility for upholding memory safety manually.
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to Rust [5] to reduce bugs without sacrificing performance.
The resulting project, rav1d, faced difficulties when sharing
mutable arrays across threads. Rust’s standard approach –
splitting arrays into non-overlapping slices – does not suit
dav1d’s complex access patterns. Therefore, the team re-
sorted to unsafe buffer wrappers with run-time checks dis-
abled to improve performance. Can we retain both perfor-
mance and thread safety when manipulating shared buffers
in parallel? If standard Rust falls short, we can explore formal
verification frameworks to statically prove memory safety
in such scenarios.

To investigate this, we examine the capabilities of a mod-
ern Rust verification framework in the context of parallel
array processing and make the following contributions:

• A statically checked, thread-safe array in verified Rust
(subsection 3.1);

• A thread-safe parallel merge sort as a case study demon-
strating the applicability of modern Rust verifiers to
standard parallel algorithms (subsection 3.2);

Finally, we discuss future directions for Rust verifiers to
produce high-performance programs with lower verification
overhead (subsection 4.2).

2 Background
Rust is a unique systems programming language that lever-
ages a powerful type system to guarantee memory safety
at compile time. Its core is forged from affine types and the
concept of borrowing [13]. A variable can either own a value,
hold a shared reference to it, or hold a unique reference that
allows mutation:
1 fn f(owns: i32, reads: &i32, writes: &mut i32) { ... }

These principles protect from unrestricted aliasing and
make concurrency fearless:
1 let a = vec![0, 1, 2, 3];
2 rayon::join( || { read(&a); },
3 || { read(&a);
4 // write(&mut a); cannot modify
5 });

Here we run two closures in parallel using the concur-
rency library rayon. Both closures can read the vector but
cannot modify it, as Rust understands that it is being shared
across threads. In many cases, this protection mechanism
prevents various memory bugs and data races. However, it
is inevitably incomplete. In the following example, we try to
modify the disjoint elements of a list in parallel using paral-
lel iteration par_iter(). Rust does not infer that mutated
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locations are disjoint and conservatively rejects the program
from compilation.
1 fn f(a: &mut [i32], disjoint_inds: &HashSet<usize>) {
2 disjoint_inds.par_iter().for_each(|&i| a[i] += 1);
3 // cannot mutate captured variable ^^
4 }

This program illustrates the mutation of the shared data
that does not follow a simple structure. rav1d team faced
similar patterns. In an attempt to support such a challenging
scenario, we can resort to Verus [11], the only unbounded ver-
ifier that targets surface-level Rust and supports concurrency.

Verus has PCell, a wrapper around a value that separates
permissions from data similar to an earlier work [16].
1 let (cell, Tracked(mut perm)) = PCell::new(0);
2 cell.replace(Tracked(&mut perm), 66);
3 let value = *cell.borrow(Tracked(&perm));
4 assert(value = 66);

You can ignore the Tracked wrapper – it just signals to
Verus that the inner value is part of the proof and should be
erased after compilation. In this example, PCell::new takes
a value and returns two things: a cell that holds the data
and a permission object that controls access to it. Holder of
&mut perm can mutate cell. Holder of &perm can read from
cell. Verus carefully tracks the correspondence between
cell and perm to ensure that no other permission can be
used in its place. Compared to standard Rust, the advantage
is that cell can be safely shared between threads, while
perm can be passed from thread to thread to transfer unique
access. This wrapper is strictly more flexible than a Rust
reference.
Now that we have enough instruments, we will build a

thread-safe array API in Rust and use it to write a parallel
merge sort.

3 Approach
We aim to support arbitrary parallel array access without
data races or run-time checks. To achieve this, it suffices to
ensure that threads operate on disjoint subsets of the same
buffer. These subsets need not be contiguous and can consist
of arbitrary sets of indices.

3.1 A Thread-safe array
We create a list of Verus cells together with a list of permis-
sions. Each permission will govern the access to a cell at
a certain index. The list of cells is stored inside the struct
Array. Permissions are stored inside a map from an index to
a permission object.
1 struct Array<T> { ptrs: Vec<PCell<T>> }
2 type Perms<T> = Tracked<Map<usize, PointsTo<T>>>;

In all of our Verus examples, we will omit pre- and post-
conditions of the defined functions. The secret sauce that
holds everything together is types, visible in the function
signature. Also, we sometimes remove the Tracked wrapper
to save space.

1 fn new(data: Vec<T>) -> (res: (Self, Perms<T>));
2 fn read(&self, i: usize, perms: &Perms<T>) -> &T;
3 fn replace(&self, i: usize, x: T, perms: &mut Perms<T>)
4 -> T;

Array API consists of three methods: new, read and
replace. new takes a vector, transfers its elements into an
array, and returns it together with a map of permissions.
Importantly, both read and replace take the array by a
shared reference. This makes it possible to work with the
same array in different threads. read and replace borrow
permissions immutably and mutably, respectively.

Now that we can read from and write to an array, we will
try to work with it in parallel. Normally, one would have to
use split_at_mut Rust function to get two views over the
disjoint halves of the array, but this time we do not need it.
Compared to previous examples that used rayon, we stick
to manual thread spawning and atomic reference counters
(Arc) because of limited Verus support for concurrency. Yet
we are able to modify separate sections of the same array in
parallel.

1 let (a, Tracked(mut perms)) = Array::new(vec![0, 1]);
2 let a = Arc::new(a);
3 let (a_r1, a_r2) = (Arc::clone(&a), Arc::clone(&a));
4 let Tracked(mut perms1) = ... // move perms[1] to perm1
5 let t1 = vstd::thread::spawn(move ||
6 (*a_r1).replace(0, 66, Tracked(&mut perms)));
7 let t2 = vstd::thread::spawn(move ||
8 (*a_r2).replace(1, 77, Tracked(&mut perms1)));

Such a program is possible because we split the permission
map into two parts: perms and perms1, containing permis-
sions associated with a[0] and a[1], respectively. The array
itself is passed to threads via shared references (Arcs in this
case). Unlike a regular write to a vector, which requires exclu-
sive access, the replace function only needs exclusive access
to a permission map, while the array itself can be shared.

There are two nice things about this implementation. First,
parallel reads and writes do not have extra run-time checks.
Because PCell<T> is a zero-cost abstraction over T, the array
has the same memory representation as Vec<T>. The Permis-
sions map is a ghost value that lives only during compilation
and is erased from the program before its execution. Second,
everything is built on top of the PCell interface and does not
use other unsafe code. Apart from the Verus verifier itself,
the array implementation does not rely on any additional
trusted code or assumptions.

3.2 Case Study: Parallel Merge Sort
A good way to test the designed array would be to try in-
tegrating it into rav1d in place of unsafe wrappers. At the
same time, it would require studying the large code base and
instrumenting the necessary parts of it with Verus. Since
Verus, as most other verifiers, does not support full Rust; it
would result in many additional challenges, orthogonal to
the project goal. Thus, we leave this task for future work and
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focus instead on an easier and more isolated program that
also uses arrays extensively: a parallel merge sort.

Sequential merge sort is a recursive sorting algorithm that
sorts two halves of the list and then merges them to produce
a sorted sequence. This algorithm can be made parallel with
little effort, as we can independently sort the list’s halves.
Using the described thread-safe array, we implemented

a parallel merge sort. It is automatically thread-safe, as it
operates on our safe array abstraction. It consists of 261 lines
of code, 120 lines of which are annotations, proofs, and ghost
variables. Below is the signature of the sorting function.
1 fn _merge_sort_parallel(
2 arr: Arc<Array<i32>>,
3 mut lo: usize, hi: usize,
4 Tracked(perms): Tracked<&mut Region<i32>>,
5 buf: Arc<Array<i32>>,
6 mut buf_lo: usize,
7 Tracked(buf_perms): Tracked<&mut Region<i32>>,
8 threshold: usize
9 ) -> (ret: Result<(), ()>)

arr is the input array, and buf is the reusable helper array
to temporarily store the merged result. lo, hi, and buf_lo
are indexes. perms and buf_perms are permissions to ac-
cess both the input and the buffer. threshold specifies the
minimal array length to be sorted in parallel. We introduce
the type Region, which is a wrapper around a permission
set with two additional values: lo and hi. A region repre-
sents a permission map where indices form a contiguous
slice within a corresponding array. This simplifies proofs for
merge sort and potentially other algorithms that operate on
contiguous array ranges. Finally, the return value is of type
Result, signalling an error if thread spawning or joining
failed.

3.3 Observations
The implementation and verification processes were not
straightforward and presented several challenges. Before
discussing these difficulties and nuances, we highlight one
key advantage of Rust and Verus: the memory safety of the
program does not depend on the correctness of its specifica-
tion. Thanks to the extended safe subset of Rust on which
Verus operates, any program that verifies is guaranteed to
be memory-safe.

Mutable references. Verus currently has limited support
for mutable references, a known challenge that can be ad-
dressed with techniques such as prophecy variables [6] or
backward functions [8]. As a result, we could not use slices
(&mut [i32]) or functions like split_at() that return mu-
table slices, which would simplify the verification of merge
sort and avoid the need for PCells entirely.

Specification burden. Many post-conditions are written
merely to state that parts of the state or ghost state remain
unchanged. While Verus already leverages the immutabil-
ity of shared references, mutable references assume that all
fields may be mutated. It would be beneficial to have either

immutable ghost types or other mechanisms that allow spec-
ifying only the modified parts of a data structure, without
having to explicitly list all unchanged fields.
Thread::scope. Verus currently supports only the stan-

dard thread::spawn function, which does not allow clo-
sures to capture references. As a result, we used Arc, which
incurs some overhead. Adding support for thread::scope
in Verus would address this limitation.
Vector indexing. Although Verus statically checks all

vector accesses, the implementation still includes Rust’s run-
time bounds checks. To improve performance, we used the
unchecked variant Vec::get_unchecked, which must be
marked as trusted since Verus does not verify its unsafe
implementation.

Specialised pointers and cells. Verus extends Rust with
primitives like PCell and PPtr, which are convenient to use.
However, manually wrapping elements into PCells incurs
linear overhead. A potential improvement would be to allow
casting a list of values to a list of PCells, avoiding manual
data transfer.

4 Evaluation
We managed to maintain memory safety thanks to PCell
primitive provided by Verus verifier. Our second goal was
to maintain performance. We did not rewrite rav1d with
the new array, so we can not evaluate it within their project.
Instead, we compare parallel merge sorts implemented with
and without our thread-safe abstraction. To make the com-
parison fair, we minimised the differences between versions.
Implementations mostly diverge in the way they work with
the array. Verus version simply shares one array between
threads, while the standard safe Rust API requires split_mut_at:
1 fn split_at_mut(self: &mut [T], mid: usize)
2 -> (&mut [T], &mut [T]);

Any efficient implementation of a parallel merge sort that
does not use unsafe code has to use this function. It is safe
because it not only checks that mid is smaller than the array
length, but also statically pauses access to the input slice
while returned halves are being used.Wewill call this version
Slices.
The final alternative we consider is similar to Slices, but

uses unchecked array indexing and unsafe unchecked ver-
sions of split_at_mut, which we dub Slices Unchecked. In
summary, different versions have different levels of safety:
Verus is checked at compile time, Slices is checked at run
time, Slices Unchecked is not checked at all.

4.1 Setup
The experiments were conducted on a system with 60 x86-64
CPU cores, one thread per core, running at 2.1 GHz. The node
was allocated 32 GiB of memory and ran Ubuntu 20.04.6 LTS
5.4.0-208-generic. The benchmarks were compiled with Rust
1.88. Array sizes ranged from 10,000 to 1,000,000 elements in
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Figure 1. Comparison of sequential merge sorts perfor-
mance. The results are normalised to the execution time
of Slices (Smaller is better). Verus consistently outperforms
both Slices and Slices Unchecked.

the sequential mode and from 10,000 to 100,000,000 elements
in the parallel mode. For each input size, between 700 and
4,000 runs were performed, each using a freshly generated
random array. The same array was used across all algorithms
to ensure fairness. Input generation time was not included
in the performance measurements.

4.2 Results
Figure 1 shows the performance of the three merge sort
variants. Slices is 2-3% slower than both Verus and Slices
Unchecked, as expected due to its run-time bounds checks.
Verus is 0.4-0.7% faster than Slices Unchecked. While the dif-
ference is small, it is statistically significant. The cause of
this speedup is unclear and requires further study. Figure 2
presents results for parallel merge sort. Slices Unchecked
remains 1-7% faster than Slices, depending on input length.
However, Verus shows a surprising 3-14% slowdown, peaking
at 14% on 10 million elements. The cause remains unclear.
We tested multiple factors, including ghost state, PCells,
Arcs and Verus safety wrappers for thread spawning, but
none explained the degradation. We leave this for future
investigation.
Bounds checking accounts for only 2–3% slowdown on

average in both sequential and parallel merge sorts, suggest-
ing that unsafe vector access may be unnecessary in some
cases. Second, supporting primitives like split_at_mut in
Rust verifiers could eliminate the need for permission cells
in simple partitioning cases like merge sort and potentially
result in faster implementations similar to Slices Unchecked.
We expect our thread-safe array to be more beneficial in
complex parallel patterns where such splitting is not feasible,
as in rav1d. Exploring this integration is left for future work.

5 Related Work
Verification of parallel and concurrent programs in Rust is
a relatively new area, recently explored by [10] and [12].

Figure 2. Comparison of parallel merge sorts performance.
The results are normalised to the execution time of Slices
(Smaller is better). Slices Unchecked remains the fastest, while
Verus is now the slowest across all sizes, by no more than
14%, averaging 5.3% slower.

We focus on verifying memory safety in parallel array ma-
nipulation, demonstrating our approach on parallel merge
sort. Similar work exists: [4] and [15] verify parallel sorting
in verification-oriented languages; [7] targets linked lists;
and [14] and [9] use VerCors [3], which supports only con-
ventional languages without Rust’s ownership type system.
Rust differs from standard approaches: while most languages
allow unrestricted aliasing and rely on external verifiers to
ensure memory safety, Rust guarantees it by default. Verus
safely extends Rust to be more expressive, making it im-
possible to break memory safety even if the specification is
expressed incorrectly.

6 Discussion
In this paper, we establish the basis for verifying thread-safe
arrays in Rust. Future work includes identifying the cause of
the slowdown in parallel merge sort compared to standard
slice splitting, applying our array API to other projects such
as rav1d, and revisiting merge sort with mutable references
once Verus supports them to simplify the implementation
and assess annotation overhead.

7 Conclusion
In this work, we explored the verification of thread-safe ar-
rays in Rust. We designed a statically checked, thread-safe
array abstraction in Verus and demonstrated its applicabil-
ity with a parallel merge sort. Our evaluation revealed an
unexpected result: the verified implementation was slower
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than the safe, run-time checked version, highlighting cur-
rent performance trade-offs in Rust verification. Finally, we
outlined future directions for Rust verifiers to enable both
faster verified programs and lower annotation overhead.
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