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W Svs%ems are.
ulhnerable?

o We "lnow” how to code securely

o Follow the rules: CERT, Oracle, ..

o Technical advances: types, memory safety
o But we still fail too often!
o Roolt causes

o Coding instead of engineering

o Human Limitakions

o Unusable kools




Our Approach: Usable
Arah&e&&ureﬂBased Seaum&v
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The Wyveri
Programming Lanquage

o Designed for security and
productivity from the qround up

o Creneral purpose, buk emyhasisib«g
web, mobile, and IoT apps

k&&p:// wvv&rﬂi&hg.gi&hub‘io/




The Wyveri
Programming Lanquage

o But you might ask: "Isnt there a trade
off between securi&:; and Fradu&ﬁvi&j?
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Securi&v

o What is ijermfs secrel sauce?




shifting the
Tra\d@.wfff Curve

Better expressing and enforcing design could
fundamentally shift the tradeoff curve
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vaerm

o Desigi goals
o Sound, moderin language design

o Type- and memory- safe, mostly
functional, advanced module system

o Incorporate usabui&v principles

o Securily mechanisms builk in




vaerm

o The Wyvern Approach: Usable Design-Driven Assurance

o Usable mechanisms to express and enforce large-scale

design

o Support for builk-in assurance of critical properties,
especially security

o Key mechanisms for expressing and enforcing design

o Modules and architecture express high-level design

o Extensible notation expresses code-level design

o Types, capabilities, and effects are used to enforce design




Hello, world!

require stdout

stdout.print("Hello, world!\n")

10




vaerm Demo:
Immu&abd&%v




SQL Command
In jection

HI, THIS 1S OH, DEAR = DID HE | DID YOU REALLY WELL, WEVE LOST THIS
YOUR SON'G SCHOOL. | BREAK SOMETHING? | NAME YOUR SON YEAR'S STUDENT RECORDS.
WERE HAVING SOME N A WAY“ Robert'); DROP T HOPE YOURE HAPPY.
(OMPUTER TROUBLE. TABLE Stwdents; -~ 7 \,\

AND I HOPE

, ~OH.YES UTTLE - YOUVE LEARNED
m BOBBY TABLES, L TOSANMZE YOUR
m WE CALL HIM. DATABASE INPUTS.

12




SQL Injection: a
Solved Problem?

PreparedStatement s = connection.prepareStatement(
"SELECT * FROM Students WHERE name = ?;");
s.setString(l, userName);

s.executeQuery(); Fill Ehe hé?’r?— ?refv&re a sEaEamenf;

: | - with a hole
securely e

o Evaluation
4/?@ Uso\bitiﬁjz unnatural, verbose

~ o Design: skring mamiputa&an CQF’EMT‘ES domain Fworij

il“ e ?4/\‘
"N

;. © Language semantics: largely lost - just strings

o No Etﬂae checking, IDE services, ..
13




Wyveri: Usable
Secure Programming

d A SQL qu,e_rj E,,y\ vae_rm: ,"’;Lh&roo\ucas a domain-
: specific language (DSL) on the
connection.executeQuery(~) B it ohted Tnes

SELECT * FROM Students WHERE name = {s%udentName}

Semantically rich DSL. Can provide type So«feLj Lv\corporaf:es"d\jv\amic data -
checking, SjV\EoLx highlighting, au&ocoﬁé\'ﬂte&e, as data, not a comh«mhd

o Claim: the secure version more hakural
and more usable

o No empirmat evaluation, ve&

i Cyrus Omar
Assistant Professor (Sep. 2019-)
Computer Science and Engineering
University of Michigan 14




Technical Challenge:
Syntax Conflicts

o Language extensions as libraries has been bried
before
o Example: Sugard/Sugarx [Erdweq et al, 2010; 2013]

Is ik XML or HTML?
import XML, HTML

val snippet = ~

How do I <b>parse</b> this example?

1&




Syntax Conflicts:
yveris Solution

- metadata k‘evword indicabes we are
importing syntax, not just a Library

import metadata XML, HTML

No ambiguiﬁvj: the compiler loads the uhique

parser associated with the exyea&ed Ejpe XML

val snippet : XML = ~
How do I <b>parse</b> this example?

| Syntax of language completely warestricted -
indentation separates from host language
16




Technical Challenge:
Semantics

Q: Is it safe ko run custom parser at compile time?
A: Yes - immubability bypes used to ensure imported
mekadata is Puret:j functional, has ho network access, ekc,

: Language definition includes
import metadata SQL custom type checker - can veri,fj
val connection = SQL.connect(...) query against database schema
val studentName = input(...)

connection.executeQuery(~)
SELECT * FROM Students WHERE name = {studentName}

Splicing (as in genes) theory ensures
capture-avoiding substitution in
code generated by SQL extension -
safe to use host language variables

SQL extension ho_gs access to
variables and their types in
Wyverin host language

1




vaerm TSL's

o Libraries cannol extend the base synhtax of
the language

o Instead, notakion is associakted with types.

"Type-Specific Languages” (TSLs)

o A bype-specific language can be used within
delimiters to create values of that bype.

"Safely-Composable”

1%




Example base language

URL TSL
HTML TSL
serve : (URL, HTML) -> () CSS TSI,
String TSL
serve ( products.nameless.com , ~) SQL TSL
:html
:head
:title Product Listing
:style ~
body { font-family: %SbodyFont% }
:body

:div[id="search”]
{SearchBox (“"Products”) }
:ul [1d=%“products”]
{items from query (query (db,
<SELECT * FROM products COUNT {n products}>)) }




How do you enker
and exik a TSL?

o In the base lanquage, several inline delimiters

can be used to create a TSL Literal:
code here, "~ “inner backticks ~ must be doubled’

code here, ''inner single quotes'' must be doubled’
code here, {inner braces} must be balanced}
code here, [inner brackets] must be balanced]

code here, <inner angle brackets> must be balanced>

o If you use the block delimiter tilde (¥), there are

no reskrickions on the subsequem& TSL Likeral.

o Indentation ("layout") determines the end of
the bloclke

20




How do you associake
a TSL with a %'jpe?

casetype HTML =

Text of String
| DIVElement of (Attributes, HTML)
| ULElement of (Attributes, HTML)
|
metadata = new : HasParser
val parser : Parser = new
def parse(s : TokenStream) : ExpAST =

(* code to parse specialized HTML notation *)

objtype Parser =

def parse(s : TokenStream) : ExpAST

casetype ExpAST =

Var of ID
| Lam of (Var, ExpAST) | Ap of (Exp, Exp)
| CaseIntro of (TyAST, String, ExXpAST) |

1




W!mj nobk associake a

qgrammar with a %jpe?

casetype HTML =

Text of String
| DIVElement of (Attributes, HTML)
| ULElement of (Attributes, HTML)

metadata = new : HasParser BNQIEY I EIS TR IRRToId-CIgt1eY
val parser : Parser = ~

start ::= Y“:body” children::start
‘HTML .BodyElement (([], %children%))

Quotations are TSLs for ASTs!




TSL Benefits

o Modu,i.ari&j and Safe Composabiti&-j
o DSLs are distributed in Libraries, along with bypes
o No Link-time errors possible
o Identifiability
o Can easily see when a DSL is being used
o Can determine which DSL is being used by identifying expected type
o DSLs always generate a value of the corresponding type
o Simplicity
o Single mechanism that can be described in a few sentences
o ‘Specbﬁj a grammar in a hatural manner within the type
o Flexibility
o A large number of Literal forms can be seen as bype-specific languages

o Whi&esyace—d&timi&ed blocks can contain arbi&mry syntax

23




TSL Limikakions

o Decidability of Compilation: Because
user-defined code is being evaluated
during parsing and type checking,
compilation might not terminate.

o No editor support, but subject of
interesting related work at the
Umivars&v of Michigan b:j Cvru,s’s
research group..

24




Wyverin Demo: Type-
Specific Languages




Cur Approac‘:k: Usable
Architecture-Based Seaur&&v

DSL support in

Engineering:

Express desigh th

Usabili&v:

Natural syntax, enabling

domain-specific way IDE support

1

Formal M(L)ﬂd@l“«ﬂgf Type so«fe&-j, variable hygiene, conflict-free extensions
; 6




Kesource Use

o SQL exkewnsiowns are nice!

o But what if people use a low-level,
s&ring*based i.ibrocrj anjmav?

o More broadly, what if people
misuse resource—access Libraries?

R7




An OlA Idea:
Lavm‘ed Architectures

[Dijkestra 196%]

o Lowest layer: an unsafe, low-level Library
o provides basic access to resources | APF’L&U.\EEC.}V’\' Srvika

o Middle layer: a higher-level framework ' .
o enforces safely tnvariants over resources $

o Top layer: the application

o Code must obey strict layering Swfe high-levei "afro\mework'
o Application must only use the safe framework 5

o Mamv varianks: $

o Secure networking framework
o SQ{"Q SQL-access Lib‘l‘&‘l“j UV\SO\‘FQ low-level Libf&f?
o Replicated storage library

RQ: Can we use capabilities to enforce layered resource access?

* CQP&bLLEEjt an unforqgeable token controlling access to a resource [Dennis & Van Horn 1966]
R¥




Architecture: ‘Prmai‘,pte
of Least Privilege (PolL?)

o Every module musk be able ko
ACCEss OML:; the resocurces

All other app&taﬁioh code

necessary for its legitimate T $

purpose [Salkzer & Schroeder

75] So\‘fg SQL DSL Library
o Architectural layering example: B $ ‘

Only Safe SQL Library may

access the low-level SQL String-based SQL Library

interface

R9




Module Linking as
Architecture

require db.stringSQL

application.run()

To access external resources like a database,

maih requires a capability from the run-time

system. A capabs.tx.&j is an unforgeable thzen

- controlling access to a resou,rce.. -

skringsQl.

30




Module Linking as
Architecture

We can import code modules, but they have ho
ambient authority ko access resources (cf Newspeak).

sglApplication cannot access the database by itself.

require db.stringSQL

import db.safeSQL

import app.sqlApplication

safeSQL
val sql = safeSQL(stringSQL) o
val application = sqlApplication(sql) . 4
application.runQ) skringsQl.

We must instantiote a sqlApplication object, passing it
the resources it needs. We pass only a capability to
the sofe Librarj.

31




Module Linking as
Architecture

module def sqlApplication(safeSQL : db.SafeSQL)
def run() : Int
// application code :
sthPFLLta&LOV\
require db.stringSQL |

import db.safeSQL ‘3’

import app.sqlApplication

safeSQL
val sql = safeSQL(stringSQL) o
val application = sqlApplication(sql) . 4
application.run() skringsQl.

module def safeSQL(strSQL : db.StringSQL)
// implement ADT in terms of strings

32




How Hard ko Linle ik
AlLL Up%’

o Most Wyvern modules don't have state, can be freely imported

Provides access

to 0S resource

o Statically tracked: stateful modules/objects and resource bypes

resource type File
type SetM def write(s : String)

resource type Set : | ; g
def add(v : Int) Type of modules is pure; ho static state. Ob jects

def isMembBr(v. : Int) & Bool created by module may be stateful resources, though.
def makeSet() : Set

module setM : SetM

Resources must be passed in; pure

module def client(aFile : File) modules can just be meor&ed‘

import setM ...
8 resource Ejpes cap?:u,re state or Sjsfzem access: other Ejpes do not
o Useful design documentation; e.9. MapReduce tasks should be stateless

o Supports pomer{ut equational reasoning, safe concurrency, ete.

33




Checlking Poll? wikh
ff@.f:%s

// in signature of the rawSQL module The u,nsaufe SQL Librarﬂj def&hes
effect UnsafeQuery ‘ an UnsafeSQL effect
type Connection . Query operations have an
def connect(...) : Connection L U"‘SQ‘FQQ“?‘”j ?-ﬂ:?-&

def query(q:String) : {UnsafeQuery} Data

Error: getDatal) must declare
// client code effect rawSQL.Uhsa{e@zuerj

def getData(input : String) : Data

rawSQL . query("SELECT * FROM Students WHERE name = '" + input + "';")

NB! In Wyvern Efect is a

| Has effect rawsQL.UnsafeQuery
”" : . ”" [ : X
Qasourca@pmahom pair,

34




Checlking Poll? wikh
ff@.f:%s

// in signature of the rawSQL module The u,hswfe SQL tébrarj defthes
effect UnsafeQuery » ~an UnsafeSQL effect

type Connection . Query operations have an
def connect(...) : Connection L UV\S“‘FQQ“;"-‘”j QH:QCE

def query(q:String) : {UnsafeQuery} Data

ALl dangerous code marked

// client code with effect
def getData(input : String) : Data
rawSQL . query("SELECT * FROM Students WHERE name = '" + input + "';")

NB! In Wyvern Efect is a

| Has effect rawsSQL.UnsafeQuery
" | . " . ‘
Resource.Operation” pair.

36




Effect Abskraction

o Issue: won't users of the safeSQL Librm’v have awn Uhsafe&u.erj

effect f sofe SQL is builk on rawsSQL?
Fheckth 2oy The safeSQL functor

uses a rawsQL module

module def safeSQL(rawSQL : RawSQL) : SafeSQL

type SQL Defines a SQL ADT with
wmebadata for parsin
metadata ... | f £ 2
abstract effect SafeQuery = rawSQL.UnsafeQuery The SafeQuery effect is
defined in terms of
def query(SQL) : {SafeQuery} Data Uhsmfe@uarj. This

definition is abstract -

Now clienks have effect
| hidden from clients.

safeSQL.SafeQuery

Q: Can't any Lébrarj do this, potentially hiding unsafe queries?

A: Potentially, but can mechanically checle only brusted Libraries do so
36




fect Sjs%@.m
US&bELEEj Gt

o Isnt ik o pain to declare all these effects? $
Safe SQL DSL Library

o Case in point: exception specifications in Java

o~

o We can bound a module's effecks b3 ks ﬁaFQbLLLELas

o No heed to effect-annoctate the module

o Does assume capabiliby-safety (cf IS Frozen Realms)

Client can have effect
safeSQL.SafeQuery (and nothing else)

module def client(safeSQL : SafeSQL) : Client

import ... If safeSQL defines higher-order functions, make
% sure the argument is allowed to have the
Imports may not be SafeQuery effect (cf contravariant subtyping).

resources - ho effects. 37




Cur Approac‘:k: Usable
Architecture-Based Seaur&&v

Z Efects and
By Moy c:apabiti&ies A

- \‘ . fq. :'";‘.‘ 3 ' :
£ II \\Q@'\q Fan. ije.rv\ L
I Y NSE S '
, |\; NGl »

Engineering: ﬁ Usabéti&v:
Architectural restrictions Bound effects based on
ol resource use architecture

1

Formal MOd@.LLEMSI effect- and capability- safety, effect bounds
: 3%




va@.rm Demwo:
Efects







Higher Order
E4fects

module def repeaterPlugin(defaultLogger : Logger)

Our solubtion Lifts Potjmorpkism to the
‘ module level where bhe stake is area&ed

var logger : Logger = defaultlLogger
def setlLogger(logger : Logger) : Unit

logger = newlLogger We would Llike to assign bhis
function an effect polymorphic type

But the function might assign to Llocal state, so the effect of
newlogger must be bounded by the overall effect of the module
~ (cf polymorphism and state more generally)

41




Alkernative: Effect
Inference

o Effect Inference
o Only applies o you have the code
o Usability issues

o can fail because of something deep in
the code

o ca succeed, then fail if the code
changes

42




Sidenote:
Formwalisabion

o Built up from simply &jpﬁd Lambda

Caleulus with recursive records
o Via classes translated to objects

o Via modules btranslaked back ko classes
and objects system

o As “onion layers” with type members and
effects added progressively

43




Stdenote: Tfjpe
Members

o More expressive than bype parameters but harder ko
reason abouk

o Recent DOT resulk on soundness that we extended
bv exploring how to achieve deticiabili?:j

o We support both bype members with sktructural
subtyping and

o Nominal declaration of explicit subbype
relationships of objects that include bounded type
members

44




vaerm Demo:
Ca Pabiti&es




Sealers / Unsealers

require skdout

import wyvern.String
mear& wjverv\.opf:mv\
Efjpe OFELOV\ = OPEE,QM.OPEE,QM

resource Ejpe SealedBox
def shareConbtent():Unik

resource Evpe BrandSealer
def seal(object:Option):SealedBox

resource F::jpe BrandUnsealer
def unseal(box:SealedBox):Option

resource l‘:jpe_ BrandPair
var hame:String
var sealer:BrandSealer
var unhsealer:BrandUnsealer




Sealers / Unsealers

def makeBrandPair(name:String):BrandPair
var shared:Option = option.None()
def makeSealedBox(ob ject:Option):SealedBox
val newBox:SealedBox = new
def shareContent():Unik
shared = object
newBox
new
var hame:Skring = name
var sealer:BrandSealer = new
def seal(object:Option):SealedBox
makeSealedBox(ob ject)
var unhsealer:BrandUnsealer = new
def unseaL(box:SeaLedBox):Opﬁicn
shared = option.None()
box.shareContent()
var resulb:Option = shared
resulk

47




Sealers / Unsealers

// Simple example of using brand pair from E Wiki:
var alexBrandPair:BrandPair = makeBrandPair("Alex")
var jonathanBrandPair:BrandPair = makeBrandPair("Jonathan™)

var alexBox:SealedBox = aLexBramd‘Pair.saaLer.seod.(oPELQM.SOMQ("AL&)&’S"))
var jonathanBox:SealedBox = jonathanBrandtairsealerseal(option.Some("Jonathan's" b))

string = alexBrandPairunsealerunseal{alexBox).qetOrelse(() =» "NOTHING")
stdoubprint(string + "\n")

string = jonathanBrandPairunsealerunseal( jonathanBox).qetOrelse(() => "NOTHING")
stdoubprint(string + "\n")

string = alexBrandPairunsealerunseal( jonathanBox).qetOrelse(() => "NOTHING")
stdoubprint(string + "\n")

string = jonathanBrandPairunsealerunseal{alexBox).qetOrElse(() => "NOTHING")
stdoubprint(string + "\n")
4%




Mint Example (E£)

resource Eij"f'- Mink
def makePurse(balance:Ink):Purse
def print():Unit

resource Ejpe Purse
def getBalance():Int
def swou&():‘?urse
def getDecr():SealedBox
def depositlamount:Int, src:Purse):Unit
def print():Unit

49




def malkeMint(name:Skring):Mint
var brandPair:BrandPair = makeBrandPair(ame
new (selfmint) =»
def makePurse(balance:Ink):Purse
var balance:Intk = balance
val decr = (amount:Int) => (balance = balance - amount)
new (selfPurse) =»
def getBalance():Int = balance
def sprout():Purse = selfMint.makePurse(o)
def getDecr():SealedBox = brandPair.sealer.seal(option.Some(decr))
def depositlamount:Int, src:Purse):Unit
brandPairunsealerunseal(sre.getdecr()).qgetOreElse(() =>
((a:Ink) => 1)) amounk)

Mink mxam!ote (E£)

balance = balance + amount
def print():Unit
stdoub.print("Purse that has ")
stdout.printInt(balance)
stdoubprint(” bucks from mint named " + brandPairname + "\n")
def print():Unit
stdoub.print("Mint named " + braddPairmname + "\n")




Mint Example (E

var carolmMink:Mint = makeMint("Carol™)
mro!.Mén&.prim&()

var aliceMainPurse:Purse = carolMint.makePurse(looo)
atiaeMain‘Purse.PrEM&()

var bobMainPurse:Purse = carolMintmakePurse(o)
babMaiu?urse.Prin&()

var paymentForBob:Purse = aliceMainPurse.sprout()
paymentForBob.print()

paymentForBob.deposit(10, aliceMainPurse)
paymentFordob.print()

bobMainPurse.deposit(10, paymentrordob)
bobMainPurse.print()
aLLr:e.Maim?mse.Prim&()

sl




Caretaleer

require skdout

import wyvern.String
meor& u.ajverv\.op&mm
E\jpe OPELOM = op&iom.()p&iom

resource Ejpe Carol
def playWith1():Unit
def playWith2():Unit

Ejpe Bob
def playWith(carol:Carol):Unit

&2




Caretaleer

var bob:Bob = new
def playWith(carol:Carol):Unit
caroL.PLajWLEkl()
carol.playWith2()

var caroll:Carol = hew
def playWith1():Unit
stdoub.print("Playing on the playground 1\n")
def playWith2():Unit
stdoubprint("Playing on the playground 2\n")

stdout.print("Using Carol directly:\n")
bob.playWith(caroll)

£3




Caretaleer

resource Ejpe Revolker
def revole():Unit

// TODO: We need Wyvern to support forwarding of methods
// somehow for this to work generically,
resource F:vpe CarolRevoler

def carol():Carol

def revoker():Revoker

54




Caretaleer

def makeCarolRevoker(carol:Carol):CarolRevoker
var target:Option = option.Some(carol)
new
def carol():Carol
new (EhisCarol) =»
var blankCarol:Carol = new
def ptavNLEth:UML& = s&&au&.préh&("rtavhﬁ&hl REVOKED\n")
def playWith2():Unit = stdout.print("playWitha REVOKED\W")
def playWith1():Unit
target.getOrelse(() =» thisCarol.blankCarol).playwith1(}
def playWith2():Unit
target.qetOrElse(() =» EhisC‘.moL.btamkﬁarot).pta3W£Ek2()
def revoker():Revoker
new
def revoke():Unit
target = OPEE,QM.NQMQQ

&6




Caretaleer

stdoub.print("Creating Carol with caretaker\n")
var carolRevoker:CarolRevoker = makeCarolRevoker{caroll)

stdoubprint("Doing it with Carol via caretaker:\n")
var carol2:Carol = carolRevoker.carol()
bob.playWith(carol?)

stdoutb.print("Doing it with Carol via caretaker after revoking:\n")
var revoker:Revoker = carolRevokerrevoker()

revoker.revoke()
bobplayWith(carol2)

&6




